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Strategic Partnerships in
Homeland Security Planning

2004 Suffolk County Planning Conference
Sponsored by

Suffolk County Planning Federation
& 

American Planning Association

October 14, 2004

Presented by
Louis J. Errichiello, P.E., AICP

Vice President, New York State Society of Professional Engineers
Chairman, NYSSPE Infrastructure Security Task Force

Program Manager – Cashin Spinelli & Ferretti, LLC

Homeland Security Planning

Working together to protect people, their missions, their resources

Strategies for regional, sub regional, facilities development
Interdisciplinary expertise:  planning, design, economics, 
systems analysts, operations management, construction
Interoperable strategies
Partnering between government, professionals, 
industrialists, academia
R&D for state of the art in critical infrastructure protection
Educational outreach to disseminate knowledge gained

Homeland Security Planning Requires
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Presentation Focus Areas

Overview of the Homeland Security Initiative &                
Critical Infrastructure Protection

Strategic partnering in Homeland Security Planning

Regional Infrastructure Security Planning –
Critical Infrastructure Interdependencies

Infrastructure Protection Planning – Process & Strategy
Threat Assessment, Countermeasure Planning, Civil & Facilities Planning

Risk management principles & applications

Defensive codes & new technologies

Grant opportunities

Planning Lessons Learned
Don’t miss the boat
We’re all in the same boat
Plan ahead:  It wasn’t raining when 
Noah built the Ark
Don’t listen to the critics:  Do what 
needs to be done
For safety sake, travel in pairs
When you’re stressed, float awhile
Remember, the Ark was built by 
Amateurs:  The Titanic by 
professionals 

Noah’s School of Emergency Planning
Noah’s Ark – The First Disaster Mitigation Planning Project

Homeland Security Requires

Strategic Planning

&

Technology Development

a.k.a. - The “Better Mousetrap” Syndrome
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The Enemies:
Disasters, Terrorism & Complacency

The Best Weapons :
Commitment, Unity, Action

The Synergy of Collaboration

Quote of the Day

Quote of the Day
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Homeland Security Planning

- A Commitment By Professionals….

Sworn by codes of ethics to uphold public health & safety

HLS & CIP are matters of the highest order of public protection

Infrastructure security an interdisciplinary process

Guiding Principles for 
Homeland Security Planning

“Prevention” is preferred over “Cure” …..(mitigation vs. 
recovery)

Avoid “Rushing in” …(think it through before acting……. resist the 
temptation to design first – Avoid the “Bunker Mentality”)

Protect people, their missions, & their resources -
above all concerns…(the cardinal rule)

Overview of the 
Homeland Security Initiative 

& 
Critical Infrastructure Protection
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Overarching HLS Considerations

Decentralization of Homeland Security efforts continue

States & municipalities become greater stakeholders

NY - the “Epicenter” for the Homeland Security effort

Disasters do not respect political borders

HLS should be an Interoperable & Regional function

Strategic Partnerships will further enhance HLS

Homeland Security – Mission

Prevent disasters/attacks within the United States 

Reduce America’s vulnerability to disasters/attacks

Mitigate the effects of disasters/attacks & maintain 
ability to respond & recover

Four Primary Divisions:

“Above all, …Protect People…..”

Homeland Security Objectives 

Border and Transportation Security

Emergency Preparedness & Response

Science & Technology for Threat Countermeasures

Infrastructure Protection & Information Analysis
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Homeland Security Additional Provisions 

The DHS Law also provides for:
Creation of a 20 member Science & Technology Advisory 
Committee

Federally funded Research & Development Centers -
University-based “Centers for Homeland Security”

Creation of a Homeland Security Advanced Research 
Projects Agency

Composition of the DHS

Homeland Security - HLS Budget Highlights 

Total federal budget is about $2 trillion/year

Estimated Total Public & Private HLS spending is ~ $100 billion,
about 1% of Gross Domestic Product. 
“Small amount to pay for an “insurance policy”

Estimated Federal HLS spending ~ $40B; about 2% of total federal spending

Estimated State/ Local/ Private HLS needs ~ $60B/year (funding source ??)

Federal Deficit ~ $175 billion before any new policies implemented
Many natural tensions for funding for DHS programs - Weak economy
Funding problems in many of the 50 states - What will get funded ?

Funding can be divided into three categories
Prevent future attacks (40%)
Protection from future attack (reduce vulnerability) (40%)
Mitigation and consequence management if attacked (20%)

Initial $40B appropriated after 9/11 set a benchmark for HLS
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Distribution of DHS Activity 

“…Critical Infrastructure Systems are those vital systems whose incapacity or 
destruction would have a debilitating effect on the defense or economic 
viability of the nation….”

Critical Infrastructure Protection

1. Food and Water 
2. Agriculture
3. Health Systems
4. Telecommunications & Information 
5. Transportation
6. Energy
7. Banking & Finance
8. Emergency Services
9. The Chemical Industry
10. The Defense Industry
11. Postal & Shipping
12. National Monuments & Icons

The “Pillars” of Homeland Security

HLS Decentralizing to State and Local levels -
Critical Infrastructures translate to:

Law Enforcement & Information Analysis
Public Health Protection
Emergency Preparedness & Response
Critical Infrastructure

Systems must be “Interoperable” –
variable but compatible & coordinated
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“Interoperable” Systems
“Interoperability” ~ Emergency response & disaster mitigation systems 
may be different, but must be compatible -

Interoperability should exist between federal, state, regional and local 
operations that interface

Interoperability should exist between emergency and normal modes of 
use of systems

Interoperability crucial to First Responders

Interoperability essential to maintain balance of infrastructure
interdependencies

Strategic alliances in HLS based upon “Interoperable” Systems

Operation “Liberty Shield”

Comprehensive national plan instituted  3/17/03 by DHS to :

1. Increase protection for American citizens & infrastructure

2. Offer assurance to citizens & bolster confidence in HLS

3. Avoid divulgence of security policy and measures

4. Help avoid complacency – “ the other enemy”

Operation “Liberty Shield”
Protections for American citizens & infrastructure via these measures:

1. Increased Border Security : Maritime patrols, Land Borders surveillance, screening,

2. Stronger Transportation Protection: Airport security, I.D. screening, Airspace 
control, Enhance rail & road security – bridges, infrastructure, hazmat control.

3. Threat Countermeasures: Monitoring & tracking terrorist suspects

4. Greater Protection for Critical Infrastructure & Key Assets: Protecting 
key economic centers & ports, Vital petro-chemical facilities, Strengthening nuclear regulatory 
safeguards, Protecting key infrastructure – electric grids, bridges, cyber security

5. Increased Public Health Preparedness: Disease surveillance & food security, 
HHS outreach to hospitals

6. Federal Response Resources – positioned & ready: National Emergency Response 
Teams, Incident management teams in place, Decon teams ready

7. School Preparedness: Educate the educators & administrators with key emergency 
info, Preparedness for natural and other disasters.

Vigilance - - the price we pay for liberty
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“Statewide Template Initiative”

Developed by President’s HLS Advisory Council ~ March 2003

Provides state, local, tribal authorities a basis for “Interoperable 
HLS/CIP/EP&R Plans”. – Make U.S. safer & stronger. 

Distributed to all Governors and their HLS advisors.

DHS to Assist States in; HLS performance criteria; capture lessons 
learned; adoption of best national practices. 

STI Guidance addresses over 20 focus areas for improvement;
Continuity of critical infrastructure & government function; Law enforcement continuity; 
Sharing of info & technology; Protection of borders, First Responders resources; National 
Guard activity; Public health; Volunteer networks; Schools protection; Federal, state & 
local funding mechanisms; Training & testing; etc…

See American Legislative Exchange Council www.alec.org

Disaster Mitigation & Infrastructure Security 
Agencies in New York State

NYS Emergency Management Office – Serves to avert , mitigate, 
and respond to natural & technological disasters within NYS; works in 
conjunction with Governor’s office, NYS and local agencies for disaster 
planning & response -, NYSDEC, DOT,Dept. of State, Dept. of Health, .. 

NYS Office of Public Security – Created in October 2001 to direct 
State resources to prevent & recover from terrorist acts; Coordinates 
terrorism prevention functions of NYSEMO, DMNA, NYSDEC, DOT, State 
Police, Dept. of State, Dept. of Health, .. etc.

NYS Office of Disaster Preparedness & Response –
Created in January 2003 to coordinate disaster mitigation & response, and 
protection of physical & cyber assets. 

NYS Cyber Security & Critical Infrastructure Coordination
Created in February 2003, reports to DP&R; responsible for protection of 
information systems and technology supporting critical State infrastructure 
systems; regional and local planning.

Critical Infrastructure Programs in 
New York State

Operation NY Shield – Enhanced security measures such as; 
emergency mgmt activation; National Guard; protection of transportation, 
borders, ports; health systems; agriculture; etc..

Hospital Emergency Response Data System – Interactive GIS 
database to provide health officials on-line real-time medical data in event 
of CBR attack
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Regional HLS / Infrastructure Security Programs

Multi-State Information Sharing & Analysis Center (ISAC)
– Ten northeast state consortium to further regional security through 
strategic planning of information systems controlled physical infrastructure 
systems; NYS CSCIC and OPR participate; strive to protect emergency 
mgmt systems; National Guard; transportation, borders, ports; health 
systems; agriculture; etc..

Tri-State Security Effort – Instituted by Governors of NY, NJ, CT to 
secure critical transportation & other critical infrastructure for NY, NJ, CT, 
via enhancement of first responder networks

Canada - United States Border Cooperation
“SMART BORDER” DECLARATION

Instituted December 2001 as 30 point plan to 
identify and address security risks while 
efficiently expediting the legitimate flow of 
people and goods across Canada – US Border 

Based on Four “Pillars” Approach;
− Transportation Cooperation
− Immigration Cooperation
− Customs Cooperation
− Cross Border Crime & Security Control

Strategic Partnering 

in the 

Homeland Security Initiative 
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Strategic Partnering in  Homeland Security

HLS Partnerships are essential – Disasters do not respect 
political or geographic boundaries
HLS requires interdisciplinary expertise
Partnerships needed in policy, planning, and implementation
Strategic Partnerships cut across sectors

Public – Private
International  - Federal – State - Local 
Regional Multi-Agency
Academic - Practitioner

Planning, design & construction & collaboration needed
Alliances must be based upon “Interoperable” Systems
HLS relationships are synergistic

Leveraging Professional Resources 
for HLS Planning

• The Infrastructure Security Partnership, Washington, DC
• The NSPE Critical Infrastructure – Homeland Security Task Force
• APA Safe Growth Initiative
• ASCE Critical Infrastructure Initiative
• Partnering with Key Federal & State Agencies
• Infrastructure Security Research & Development
• DHS Planning & Implementation Grants
• Defensive Codes & Standards
• Risk Management Strategies
• Legislative Action
• Public Education Outreach

NSPE Homeland Security Task Force 
Encouraging Results, 2002 - Present

Implemented Strategic Plan for PE leadership in Homeland Security.
Active contributor to advancement of TISP national initiative
Homeland Security orientation sessions reaching over 20 State Societies

Prepared Directory of State Government Homeland Security Activity.   
Prepared General Guidance Document for Formation of a State Task Force. 
General Guidance Document for Risk Surveys by a State Task Force.
Roster of On-Call PE’s for Disaster Mitigation Planning & Response. 

“Educational Bridge” General Guidance Document.  
Plenary sessions at NSPE and TISP Conferences
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The Infrastructure Security Partnership 
(TISP)

The Engine to Mobilize the Technical Community to Homeland Security

Consortium of over 160 Federal 
Agencies & Professional Associations.

Mission - To Serve as an Expert 
Resource on Matters Related to the 
Security of the Nation’s Built 
Environment

Federal Members Include; USACOE, 
FEMA, NAVFAC, DoD, GSA, FFC, USCG, 
NIBS, etc…

Association Members Include; ACEC 
AGC, AIA, AIC, ASCE, NIBS, NIST, NSPE, 
SAME,... etc…

The Infrastructure Security Partnership
TISP serves as a hub & asset for CIP / HLS activities

PLANNING

DESIGN

CONSTRUCTION

GOVERNMENT
AGENCIES LEGISLATORS

ACADEMIA

INDUSTRY

RESEARCH
&

DEVELOPMENT

TISP

State Homeland Security Task Force 
Suggested Interactive Model

State Agencies for
Homeland Security

and/ or
Emergency Management

State CIP
Task Force State

Legislative
Liaison

Emergency
Planning
Leader

Structural
& Facilities 

Leader

Environmental
Management 

Leader

Infrastructure
Systems 
Leader

Industrial
Facilities 
Leader

Public 
Education

Leader

Threat
Assessment

Leader

All Assessment & Prevention Teams (APT’s) Have Regional Coordinators  - -

Governor’s
Office

Liaison

TISP

Department of 
Homeland Security
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A Model Partnership
for Regional Infrastructure Security

“Blue Cascades” – A Regional Planning Work in Progress

“Blue Cascades” – Multi-year planning program involving various 
public/private partners in the pacific Northwest (PNWER);       
began in 2002 and reconvened in 2004; serves to improve 
infrastructure security through partnering and planning exercises.

“Blue Cascades” – designed to help stakeholders: 

- Assess infrastructures and state of preparedness

- Provide a Forum to address infrastructure interdependencies

- Identify requirements for infrastructure protection, disaster mitigation, 
response, recovery across government agencies

Blue Cascades stakeholders – PNWER, five U.S. States, two Canadian 
provinces, USN, FEMA, five energy companies

A Model Partnership
for Regional Infrastructure Security

“Blue Cascades” – Outcomes & Lessons Learned

Exposed vulnerabilities of critical infrastructures
Revealed lack of solid understanding of infrastructure 
interdependencies
Showed lack of understanding of operational dynamics of regional
interconnections
Interdependencies would overrun contingency plans for natural or
other disasters
Stakeholders had great dependency on IT resources to function and 
execute recovery plans
Minimal interagency coordination – little understanding of “other’s”
systems

A Model Partnership
for Regional Infrastructure Security

“Blue Cascades” – Outcomes & Lessons Learned (continued)

Lack of regional strategy for preparedness or response plans

Lack of public/private coordination

Communication systems lacked – information didn’t flow

Resources were limited

Incident command and control roles were unclear

Recovery and law enforcement roles competed for priority

Little attention given to “human factors” in maintaining civil order
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A Model Partnership
for Regional Infrastructure Security

“Blue Cascades” – Recommendations

Improve understanding of regional interdependencies through asset 
identification, vulnerability and interdependency assessment

Develop a regional threat assessment approach to intergovernmental 
emergency response plan

Coordinate public/private emergency plans

Provide training workshops and exercises to address 
interdependencies

A Model Partnership
for Regional Infrastructure Security

“Blue Cascades” – Phase I Action Plan
Improve understanding of regional interdependencies through asset 
identification, vulnerability and interdependency assessment
Develop regional clearinghouse for interdependencies and related
preparedness information

Develop and apply analytic tools such as HAZUS, ERIS (FEMA) 
Infrastructure Surety (Sandia Labs) CII (Argonne Labs)

Consider Regional Infrastructure Security Association or Authority 

Explore established secure regional communications system

Establish stockpiles and access to emergency supplies

Delineate roles of government authority

Establish public information system with respect to ICC

Long Island’s Regional 
Infrastructure Assets

Professional & Industrial Workforce

Exports critical goods and services to NYC and other regions

Defense manufacturing leader

Biotech center

Educational and healthcare resource

Agricultural and tourism

Maritime / coastal resources
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Long Island’s Regional 
Infrastructure Liabilities

Coastal – hurricanes, flooding

Centralized power utilities

Sensitive groundwater resources

Transportation systems vulnerable

Increasing population density

Infrastructure interdependencies

Long Island’s Regional 
Emergency Management Resources

LI’s Emergency management function resides in various Departments 
of Nassau and Suffolk Counties

− Suffolk County– DFRES and OEM, Planning, DPW

− Nassau County – OEM, Planning, DPW

Vision of Nassau and Suffolk County Executives to foster major 
planning initiatives including Homeland Security - LIRPB to be 
reinvigorated to “Long Island Regional Planning Council”

Nassau and Suffolk in position to avail itself of opportunity to foster 
“Long Island Partnership for Regional Infrastructure Security Alliance”
(“LIPRISA”) as done in PNWER

Can embrace vision to realize regional solution to emergency & all-
hazards mitigation planning by strategic partnering

Regional Planning 

for 

Homeland Security
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Regional Planning for HLS - The Basics

Prime directive – protect people, mission and resources

Natural and other disasters respect no borders 

Must understand “Infrastructure interdependencies”
Infrastructure assurance requires a “system of systems”
approach for disaster mitigation

Strive for system security and reliability in all “all hazards”
approach

Interdisciplinary expertise and collaboration essential

Outreach – ounce of “prevention” vs. “pound of cure”

Critical Infrastructure Interdependencies

Nation’s Critical infrastructure is mutually 
dependent & interconnected

Nation’s Critical infrastructure is a “system 
of systems”

Tremendous impact on regional infrastructure assurance

Involves various kind of assets

- Physical:  buildings, electrical transmission lines, reservoirs

- Cyber:  SCADA, information database, controls

- Financial:  revenue generation & distribution

Modes of interdependency failures

- Cascading – one infrastructure failure disrupts another

- Escalating failure – disruption of one infrastructure  
exacerbates independent disruption of another infrastructure

Critical Infrastructure Interdependencies
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Critical Infrastructure Interdependencies

A “System of Systems”

Regional or sub-regional 
systems

Physical assets: plants, pipes, 
satellites, roads, fuel, pumps

Cyber assets:  
telecommunication, SCADA, 
building controls

Failure potential in cascade 
and escalatory modes due to 
inter-reliance and lack of 
redundancy

Critical Infrastructure Interdependencies

Modeling Process
Models applies to electric, gas, 
banking, telecom systems, etc.

Process involves probability 
and consequence scenario 
selection based on strategic 
planning and risk assessment 
methods

System interdependencies are 
identified and modeled

Critical Infrastructure Interdependencies
Infrastructure Interdependencies Modeling Factors

System capacity

Contingencies

Redundancy of system

Service life

System reliability

Operational complexity

Maintenance practices

Operator training

System demand

Adaptability to new scenarios

System interface flexibility

Downtime/reconstitution time
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Comprehensive Approach to 
Regional Preparedness Planning

Identify critical infrastructures for region
Identify and engage all stakeholders
Name a facilitator/organization to manage process
Interactive regional seminar (tabletop exercise) to facilitate 
networking and raise awareness
Focus on interdependencies, weaknesses, ambiguities and 
options for solution
Determine weaknesses, interdependencies and mitigation needed
Assess threats and vulnerability
Develop prioritized action plan for regional preparedness strategy 
with clear lines of authority and communication
Define project requirements, funding needs, and technical 
assistance needed

Infrastructure Security Protection
-

Process & Strategies

Risk Analysis

Countermeasure
Planning

Implementation
& Monitoring

Threat &
Vulnerability
Assessment

The Infrastructure Protection Process

Emergency
Planning &
Response 
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The Infrastructure Protection Process

Determine likely threats
Identify vulnerable assets / “high payoff” targets
Correlate  the threats to the vulnerabilities

Quantitative risk based on probability & consequence
Decision making through benefit – cost analysis

Hard Alternatives – Physical protective elements
Soft Alternatives Operational protective elements

Prioritized capital and operational plan
Identify funding and staffing
Determine metric ~ evaluate system effectiveness

Response plan for all hazards
Evacuation & communications
Recovery and contingency plans

Threat &
Vulnerability
Assessment

Risk Analysis

Countermeasure
Planning

Implementation
& Monitoring

Emergency
Planning &
Response
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Critical Infrastructure Protection Strategies
Applies to Essential Facilities & Civil Infrastructure

Tiered Approach to Critical Infrastructure Protection
1. Threats & Vulnerability Assessment
2. Risk Assessment
3. Mitigation Countermeasures 
4. Implementation & Monitoring
5. Emergency Response & Recovery Planning 

GIS Excellent HLS/CIP Resource –
Provides quantitative and qualitative techniques for: Infrastructure 
inventory, Alternatives evaluation , Countermeasures analysis, 
Disaster response planning , Recovery planning 

Identify Threats

Natural
Type; Hurricane, Flood, Tornado, Earthquake, Wildfire
Consider Information Sources, Warning & Response 
Times

Technological
Building fire
Vehicular accident
Structural collapse
Explosion due to malfunction
Fuel leakage

Malevolent
Explosion due to terrorist attack
Contamination of public water
Criminal activity
Biochemical agent release
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Identify Assets & Targets

Assets include: Physical, Cyber, Operational, 
Critical Infrastructure – Essential Facilities & Civil 
Infrastructure (Hospitals, Bridges, Water Supply, Power Systems)

High Profile Facilities
High Occupancy
High Profile Personnel
Religious Institutions
Mission Critical Facilities
Public Areas/Gathering Places
Data Centers
Financial Centers
Public Monuments

Match Threat and Perceived Tactic to Target 
− Blast/Impact Loads
− Weapon Orientation
− Containment

Potential Damage/Injury
Evaluate Threat
− Threat Effectiveness
− Likelihood of Success

Correlate Threats & Targets

Where is system weakest?
What are exposures?

Cyber, physical, operational
Conduct Deterministic Analysis

Loss of Life / Injury
Property Loss /  Damage 
Business Impact Analysis

Operational Risk
Reconstitution Times

Financial Liability
Insurance Coverage

Assess Unmitigated Risk scenarios
Consider Preliminary Countermeasures

Vulnerability / Risk Assessment
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Assessment of Targets

Factors to Consider

Disruptions to Systems
Modes of Vulnerability 

Off-Site
Perimeter
Site
Facility Exterior
Facility Interior

Response Planning  - Feasibility of successful response
Recovery Time & Cost – commitment of resources
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Assess Targets – Off Site
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Perimeter Target Considerations
Sight Lines
Incoming Services
Interdependencies
Access PROJECT SITE

FEDERAL R&D FACILITY
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X XX X

XX XX X

X
X

X
X

X
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X
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X
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Covert Entry  
Manhole
Delivery Gate
Vehicular Access

COMMERCIAL
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1,000 

POUND

4,000 
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Assess Targets – Off Site

Legend

6 3

1
8

1

2
6

3

4
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9

Key Vulnerability Considerations

1. Avoid Parking Under Building
2. Avoid Signage
3. Avoid Landscaping Adjacent to Building
4. Avoid Access to Roof
5. Avoid Trash Receptacles Near Building
6. Minimize Number of Approaches
7. Avoid Perpendicular Access
8. Avoid Integrated Canopies
9. Avoid Parking Near Building

Assess Targets – Facility Exterior

Identify Countermeasures

Mitigation Measures
Hard measures - Physical elements
Soft measures - Operational elements

Integrated Systems
Procedures / Personnel
Cyber / Physical

Key Aspects
Interoperability
Sustainability 
Adequate Redundancy
Flexible / Adaptable
Cost-effective

Risk Reduction
Save Lives/Reduce Injury
Continuity of Mission
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Identify Mitigation Countermeasures
For Critical Facilities & Civil Infrastructure

Soft Countermeasures
• Security Policies
• Security Procedures 

– Control of Entry and Movements
– Coordination
– Communication

• Training
• Staff Awareness
• Relocation
• Master Planning
• Space Planning
• Response and Recovery  Planning

Hard Countermeasures
• Access Control Systems
• Emergency Power Source
• CCTV, Sensors
• Contain Progressive Collapse
• Structural Hardening
• Window Treatment 
• Lighting and Alarms
• Elevate Air Intakes
• Communications
• Fire Protection
• Filtration
• Cyber Systems Firewalls
• Automated Control Systems

Software 
Geospatial Information Systems
RAM-D AND RAM-W
RAVA
WINGUARD
Infrastructure and Architectural 
Surety Program
HAZUS
Modeling 

– Predictive
– Forecasting
– Consequence
– Analysis

Countermeasure Analysis

Analysis Criteria
Interoperability
Recoverability
Criticality & Severity
Sustainability 
Adequate Redundancy
Flexible / Adaptable
Cost / Benefit 
Reassess to Determine Risk 
Reduction

Site

Buildings

Existing 
Countermeasures

Electric and Communications

Roads and Infrastructure

Utilities

Geospatial Mapping 
and Analysis

• All Hazards Impact Analysis
• Alternatives Evaluation
• Scenario Planning
• Collateral Damage Assessments
• Debris Modeling
• Evacuation Planning

Countermeasure Monitoring
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Response Plans
Individuals, Roles and 
Responsibilities
Existing Inventory and Plans
Evacuation Plans
Emergency Backup
Communications
Training

Recovery Plans
Individual Roles and 
Responsibilities
Back-up and Redundancies
Staging Areas
Debris Modeling
Funding

Emergency Planning & Response

FEDERAL R&D FACILITY

COMMERCIAL
ELEVATED STORAGE TANK
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Risk Management 

-

Principles & Applications

Risk Management Developments

Risk Assessment Methodology - a top priority based on White 
House Conference on Critical Infrastructure Protection Priorities

TISP developing Risk Guidance for standardized HLS decision 
making

Consistent with National Strategy for Homeland Security - to 
protect U.S. citizens

Will provide basis to address low probability, high consequence 
risk scenarios within a comprehensive coordinated methodology
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Risk Assessment Methodology
Principles & Applications

Risk Assessment Methodology – an analytical method used to 
assess critical asset protection measures, by examining the 
probability and consequence of an occurrence 

Effective method in Public Policy Decision Making

Enables determination of relative feasibility of disaster mitigation 
alternatives

RA traditionally applied to high probability – low consequence 
actions such as ; environmental contamination exposure pathways;
industrial plant accident control; power plant operations and safety

Must extend RA to include low probability, high consequence risk
scenarios such as terrorist attacks, and technological disasters

RA can be effective in CIP decision making and prioritization.

Risk Assessment Methodology
Parameters & Nomenclature

Risk Calculation
Risk = Probability x Consequence

( R = P x I )

Benefit = Unmitigated Risk – Mitigated Risk
( B = Ru – Rm )

Benefit Cost Ratio = Total Benefit / Total Cost
( BCR = B / C )

Risk Assessment Methodology
Two Approaches

Risk Matrix Approach
Approach used for preliminary screening when difficult to quantify 
probability and/or consequence
Risk matrix - used extensively for screening of risk.
Qualitative approach- may be used alone or as first step in quantitative 
analysis
Risk characterized by plotting probability and consequence on the axes of a 
risk matrix

Numeric Approach
More useful for decision-making to express consequences in monetary 
units, and to determine numerical values for probability.
Risk, the product of probability and consequence, is expressed in dollars.
For threats that extends over many years, the probability is annual (e.g. 
events per year) and the risk is calculated on a net present value basis.
Preliminary risk ranking for decision making can be done by assigning 
numerical values to risk matrix categories as described previously.
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Risk Matrix

P
R
O
B
A
B
I
L
I
T
Y

C
A
T
E
G
O
R
Y

A L M M H H H

B L L M M H H

C L L L M M H

D L L L L M M

E L L L L L M

F
L L L L L L

VI V IV III II I

CONSEQUENCE CATEGORY

Consequence Categories for 
Risk Matrix Approach

Category Description Examples

I Catastrophic Large number of fatalities; major long term environmental 
impact.

II Major Fatalities; major short term environmental impact

III Serious Serious injuries; significant environmental impact

IV Significant Minor injuries; short term environmental impact

V Minor First aid injuries only; minimal environmental impact

VI None No significant consequence

Probability Categories for Risk Matrix

Category Description Annual Probability Range

A Very Likely > 0.1 (1 in 10)

B Possible > 0.01 (1 in 100) but < 0.1

C Unlikely > 0.001 (1 in 1,000) but < 0.01

D Highly Unlikely > 0.0001 (1 in 10,000) but < 0.001

E Not Credible > 0.00001 (1 in 100,000) but < 0.0001

F Practically Impossible < 0.00001 (1 in 100,000)
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Economic Consequence Categories 
for Risk Matrix Approach

The values shown above are two to three orders of magnitude higher than 
those typically used for risk analyses in process facilities.

Category Description Cost Impact

I Catastrophic > $10,000,000,000

II Major > $1,000,000,000 but < $10,000,000,000
III Serious > $100,000,000 but < $1,000,000,000
IV Significant > $10,000,000 but < $100,000,000
V Minor > $1,000,000 but < $10,000,000
VI Insignificant < $1,000,000

Probability Determination

For frequent events, historical data used to predict probabilities 
with reasonable accuracy

For low probability, high consequence events, data too sparse to
be only basis for predicting outcome.  (Examples: major industrial 
accidents; large scale terrorist attacks)

Modeling and advanced analysis needed to estimate probability 
for low probability – high consequence actions

Determining Consequence

Consequences of an event determined by constructing credible 
scenarios.
The cost of each scenario can be estimated.
Both short and long term costs should be considered.
It is desirable to assign monetary values to all consequences, 
including potential loss of life, to have a basis for comparing 
alternative courses of action.  
An upper bound should be placed on the probability of loss of life.
“Quality of life” issues should also be quantified.
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Risk Analysis & Decision-Making

Risk is the product of probability and consequence for a given scenario
Risk can be expressed in terms of monetary commitment
Risk for various scenarios can be estimated and compared
Criteria for risk acceptability should be established
Decision making for allocation of resources can be established on an 
acceptable threshold of risk
Decision making may be based on a Benefit – Cost Analysis 
Mitigation measures may each be evaluated for benefit, as compared 
against the unmitigated risk
The benefit of the mitigation is:

Benefit = unmitigated risk – mitigated risk 
The benefit minus the cost of mitigation can be used to justify the 
allocation of resources.
The benefit/cost ratio may also be helpful in decision-making.

Risk Analysis Example

Statement of Problem: Determine the feasibility of providing Port Security 
measures to mitigate the risk of a threat from explosives in a cargo container, 
given that:

There are 20,000 docking events per year at the facility
Port assets possess critical infrastructure with a replacement value of $200B
There is a 1/1000 chance of a major attack.
If attacked, there is a 50% chance of direct consequences = debilitation or 
destruction  of 25% of the total $200B port resource 
If the attack occurs, there is a 100% probability of secondary consequences 
of $100B damages and injury to the public.
The total consequence of an unsuccessful attack is negligible.

Mitigation Scenario: If mitigation measures including detection systems, armed 
Guards, security examiners, and force protection (barriers & separation), the 
total consequential damage would be reduced to $50B. The mitigation measures 
are estimated at  $25M initial capital cost, with about $5M in annual operating 
costs over the 20 year service life of the measures.

Risk Analysis Example
Analysis: Applying the numeric method, and given the afore stated conditions, the 

analysis for this scenario is as follows: 
The total direct & secondary consequences of the unmitigated risk are:

Iu = (0.5)x(0.25)x($200B) + $100B = $150B
The unmitigated risk is: Ru = Pu x Iu = (1/1000)x ($150B) = $150M
If the afore stated mitigation measures are implemented, the probability of 
attack will be reduced to 1/5,000 - and the the consequential total damage 
will amount to about  25% of the total $200B replacement value of the facility. 
The mitigated risk is: Rm = Pm x Im = (1/5,000)x(0.25)x($200B) = $10M
The benefit  B = Ru - Rm = 150M – 10M = 140M
Mitigation measure cost:

Capital Cost  Cc= $25M
Operational Costs  Co = 5M/yr ~ 20yr service life @ 3%/yr inflation ; 
Present Worth = $9M
The cost of the mitigation measure is C = 25M + 9M = $34M

Benefit Cost Ratio BCR = B / C = $140M / $34M = 4.2

Determination: From the above analysis, with a benefit cost ratio of 4.2, the 
proposed risk mitigation measure has merit. Examination of, and comparison to 
other alternatives is recommended.    
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Defensive Codes 

-

New Technologies

Defensive Codes & Standards

Overarching Objectives

Provide a means by which to ensure the application of the 

expertise developed, and the lessons learned to the betterment       

of the built environment

Ensure concurrent Stable, Sustainable, & Secure Development
of the built environment through holistic approach

Continuing Developments in
HLS Strategies & Technologies

Military-Civilian Translation of Technologies for HLS
Urban search & rescue / emergency communications applications 
Electronic sensors /  devices for USAR applications
Infrared probes for disaster scene search
Robotic probes for disaster scene search
Laser Doppler vibrometer - - building damage assessment 
Hyper spectral analysis  -- recovery ops flyover monitoring

SWIR/VNIR spectrometer, HS imaging, geospatial registration

Inter-Agency Collaboration for Emergency Management
GIS component
Enhances first responder capability 
Provides disaster prediction analysis
Utilizes risk assessment methodologies
Provides alternative command & control 
response scenarios
Evaluates response characteristics 
& identifies required resources
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Homeland Security Grants

Homeland Security Grants

DHS offers grants to eligible applicants to promote HLS and 
increase preparedness through educational planning and 
implementation activities
Program at $8 billion since March 2003
Many grants issued directly through state agencies
Counterterrorism grants for first responders – 2.2B in 2004
Urban area security initiative allocations – 671M in 2004
Transit security grants program allocation – 50M in 2004
Used for education, system improvements, mitigation planning

Homeland Security Grants

Emergency Management Performance grants to states for 
disaster mitigation planning and hazard management; logistics 
planning; public education
Regional planning workshops for infrastructure assessment 
and strategic planning
Fellowships for students
Flood mitigation planning
Community assistance program
First responder training
Fire fighters grant program



PLANNING BASIC TRAINING: Strategic Partnerships in Homeland Security

Resource Manual                                       31 October 14, 2004

Recapping the Highlights

HLS is an initiative vital to the protection of U.S. citizens.

Primary Directive – Protect People, their Missions, their Resources 

Public/Private strategic partnerships essential.

Critical Infrastructure Essential to the function of our society

Regional HLS success based on interdependencies management

Interdependencies exist between critical infrastructures requiring a 
comprehensive regional and interoperable approach to risks

Infrastructure protection process – threat assessment, risk analysis, 
countermeasure planning

Pillars of HLS; Law Enforcement, Health, Infrastructure, EP&R.

Planners, Engineers, Architects have a responsibility to HLS.

Holistic approach essential to sustainable & secure development.

Recapping the Highlights

HLS / CIP should be “Interoperable” – compatible with other systems

Tiered Approach to Critical Infrastructure Protection
1. Threats & Vulnerability Assessment
2. Risk Assessment
3. Mitigation Countermeasures 
4. Implementation & Monitoring
5. Emergency Response & Recovery Planning

Vulnerabilities may be physical, cyber , or operational
Likewise Countermeasures may be physical, cyber , or operational

Assignment
Review the presentation handout
See Department of Homeland Security website – www.dhs.gov
See The Infrastructure Security Partnership website – www.tisp.org

Closing Thoughts

“…This great country will lead the world to 
safety, security, peace and freedom”
…”We will not falter…We will not fail” …

President George W. Bush

“…Ask What You Can Do….”
President John F. Kennedy

Seek Opportunities to Contribute & Collaborate - - Be “Envisioneers ‘

• Maintain leadership role in HLS & CIP
• Participate in Infrastructure Security activities
• Partner with Government Agencies & Associations

Watchwords
…Commitment, Unity, Action …
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Thank You

For more information please contact:

Louis J. Errichiello, P.E., AICP
Vice President – New York State Society of Professional Engineers 
Chair - NYSSPE Infrastructure Security Task Force

New York State Society of Professional Engineers
RPI Technology Park - 385 Jordan Road
Troy, NY 12180  - 518-283-7490

Strategic Partnerships in
Homeland Security Planning

2004 Suffolk County Planning Conference
Sponsored by

Suffolk County Planning Federation
& 

American Planning Association

October 14, 2004

Presented by
Louis J. Errichiello, P.E., AICP

Vice President, New York State Society of Professional Engineers
Chairman, NYSSPE Infrastructure Security Task Force

Program Manager – Cashin Spinelli & Ferretti, LLC


